
   
 

 

 1 

 

 Yael@October7Justice.org    |       OCTOBE7JUSTICE.ORG        |           TEL AVIV 

 

 

Submission following Independent Expert¶V�&DOO for Input on 
the enjoyment of all human rights by older persons on 

business and human rights of older persons 

I. Introduction 
 

October 7 Justice Without Borders (O7J) is an Israel-based public-interest law firm dedicated 
to securing justice and accountability of perpetrators and their accessories on behalf of victims 
of the October 7 atrocities. O7J was established to address a critical global accountability gap, 
representing over 440 victims from the outset of the atrocity±61 of whom were over the age of 
60±including murdered civilians, hostages (both murdered and released), and displaced 
survivors1. The organisation represents some of the oldest victims and survivors of the atrocity, 
including hostages Yocheved Lifschitz (85, released) and Oded Lifschitz (83, killed) from 
Kibbutz Nir Oz, both of whom have been involved in peace activism for decades2. 

We lead strategic litigation on behalf of victims of core international crimes, including gross 
or systematic violations of international human rights. We provide victim-centred legal 
representation before international and domestic courts and human rights mechanisms, 
ensuring that the voices of survivors, bereaved families, and released hostages and their 
families, including older persons, shape the global record and the needed legal response based 
on universal values and unconditional humanity. Our mission is to represent victims in their 
internationally recognized rights to truth, justice, reparations, and non-repetition �³WKH�-RLQW�
3ULQFLSOHV´�, and providing our expertise before UN Human Rights Mechanisms and Special 
Procedures. 

 
1 The organization remains available to provide supporting documentation, detailed case information, and 
testimony for verification purposes upon request of the mandate holder. 
2 Sharone Lifschitz, В�ſĺϟƅôÍŘŜϟÍċťôŘϟ͜ϟièťĺæôŘϟÍĲîϟťēôϟħĖîĲÍŕϟĺċϟıƅϟŕÍŘôĲťŜϦϟēÍťôϟĖŜϟĖĲϟċÍŜēĖĺĲϥϟ>ĺŘϟÍīīϟĺŪŘϟŜÍħôŜϦϟ
ſôϟĲôôîϟèĺıŕÍŜŜĖĺĲГ (The Guardian, 7 October 2025) 
https://www.theguardian.com/commentisfree/2025/oct/07/7-october-kidnap-parents-israel accessed 30 
January 2026 

https://www.theguardian.com/commentisfree/2025/oct/07/7-october-kidnap-parents-israel?utm_source=chatgpt.com
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This submission responds to the Call for Inputs issued by the Independent Expert on the 
enjoyment of all human rights by older persons3, aiming to inform research on the intersection 
RI�EXVLQHVV� DFWLYLWLHV�� GLJLWDO� SODWIRUPV�� DQG�ROGHU� SHUVRQV¶� KXPDQ� ULJKWV�� It focuses on the 
atrocities committed on and since 7 October 2023 by Palestinian Non-State Armed Groups 
(NSAGs) and examines the role of business enterprises in these context. 

Failures by business enterprises to prevent human rights violations and conduct context-
sensitive due diligence, as required under the UN Guiding Principles on Business and Human 
Rights (UNGPs), have facilitated misuse of digital platforms, media, and weapons in armed 
conflict. These failures have resulted in enabling severe violations on older persons¶�ULJKWV�WR 
privacy, dignity, personal security, psychological and bodily integrity, and life, and the 
commission of crimes such as genocide, crimes against humanity, and war crimes.  

These harms are compounded by intersectional vulnerabilities, including gender, disability, 
DQG� OLPLWHG� GLJLWDO� OLWHUDF\�� UHVWULFWLQJ� ROGHU� SHUVRQV¶� DELOLW\� WR� SURWHFW� WKHPVHOYHV� RU� VHHN�
remedies. The submission highlights the importance of preventing corporate complicity 
through context-sensitive human rights due diligence, ensuring effective remedies for victims, 
and holding perpetrators and their aiders and abetters accountable, and thereby ending impunity 
for atrocity crimes. 

II. Legal Framework Business Responsibility, Human Rights, and 
Older Persons  

$OWKRXJK�WKHUH�KDV�EHHQ�VLJQLILFDQW�QRUPDWLYH�GHYHORSPHQW�ZLWKLQ�WKH�81�RQ�ROGHU�SHUVRQV¶�
rights, there is currently no binding international treaty addressing corporate responsibility 
WRZDUG� WKLV� JURXS�� 2OGHU� SHUVRQV¶� ULJKWV� DUH� SURWHFWHG� XQGHU� JHQHUDO� KXman rights law, 
including the International Covenant on Civil and Political Rights (ICCPR) 4  and the 
International Covenant on Economic, Social and Cultural Rights (ICESCR)5, which cover the 
rights to life, dignity, privacy, health, and food, the prohibitions of torture, degrading and 
inhumane treatment and enforced disappearance among others, without discrimination or 
adverse distinction. Other instruments, such as the Convention of the Rights of Persons with 
Disabilities6 demands States to take necessary measures to ensure the protection of persons 
with disabilities ± including older persons±in peacetime and during armed conflict. Similarly, 

 
3 Office of the High Commissioner for Human Rights, Call for input by the Independent Expert on the enjoyment 
of all human rights by older persons on business and human rights of older persons (issued for submissions due 
by 31 January 2026), OHCHR. 
4 nternational Covenant on Civil and Political Rights, adopted 16 December 1966, entered into force 23 March 
1976, UN Treaty Series, vol. 999, p. 171. 

5International Covenant on Economic, Social and Cultural Rights, adopted 16 December 1966, entered into force 
3 January 1976, UN Treaty Series, vol. 993, p. 3. 

6 Convention on the Rights of Persons with Disabilities. 13 Dec. 2006. United Nations Treaty Series, vol. 2515, p. 
3. 
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the Committee on the Elimination of All Forms of Discrimination against Women also urges 
the States to pay attention to the violence suffered by older women 7 . However, these 
instruments do not explicitly account for the intersectional disadvantages that older persons 
face, including disability, medical needs, and digital illiteracy, underscoring the need for age-
responsive due diligence frameworks, particularly in corporate operations that may contribute 
to human rights violations. 

Some age-specific normative initiatives have emerged, including the Inter-American 
Convention on Protecting the Human Rights of Older Persons (A-70)8, the UN Principles for 
Older Persons (1991)9, and OHCHR guidance on older persons in situations of armed conflict10, 
which recognizes their heightened vulnerability in crises, displacement, and conflict settings. 
At the international level, the Open-Ended Working Group on Ageing (OEWG-A) and the 
ongoing intergovernmental process toward a UN Convention on Older Persons (expected 
2025)11 demonstrate the growing recognition of the need for dedicated protections. 

Nonetheless, age remains inconsistently recognized as a prohibited ground of discrimination 
in corporate law and due diligence frameworks, limiting accountability for enterprises whose 
operations may contribute to human rights violations. The UN Guiding Principles on Business 
and Human Rights (UNGPs)12 offer guidance on the responsibilities of business enterprises to 
prevent, mitigate, and remedy human rights harms, but the lack of age-specific standards leaves 
older persons insufficiently protected in practice. 

Under Principle 11, Pillar II of UNGPs13, business enterprises are expected to avoid infringing 
on the human rights of others and to address adverse human rights impacts with which they 
are involved �3ULQFLSOH������7KLV�UHVSRQVLELOLW\�DSSOLHV�LQGHSHQGHQWO\�RI�6WDWHV¶�REOLJDWLRQV�DQG�
extends across all business activities and relationships. 

 
7 General recommendation No. 27 (2010) on older women and protection of their human rights. 
8 Inter-American Convention on Protecting the Human Rights of Older Persons, adopted 15 June 2015, OAS 
Treaty Series No. 70, entered into force 11 August 2017. 
9 United Nations Principles for Older Persons, adopted by UN General Assembly Resolution 46/91, 16 
December 1991. 
10 United Nations. (2025, July 18). Older persons in armed conflict and peacebuilding: Note by the Secretary-
General (A/80/203). https://www.ohchr.org/en/documents/thematic-reports/a80203-older-persons-armed-
conflict-and-peacebuilding-note-secretary 
11 United Nations, Open-Ended Working Group on Ageing (OEWG-A), established by UN General Assembly 
Resolution 65/182 (2010); United Nations, Intergovernmental process toward a UN Convention on the Rights of 
Older Persons, ongoing (expected 2025). 
12 United Nations, Office of the High Commissioner for Human Rights, Guiding Principles on Business and 
FŪıÍĲϟ�ĖČēťŜϧϟIıŕīôıôĲťĖĲČϟťēôϟ�ĲĖťôîϟbÍťĖĺĲŜϟА�ŘĺťôèťϦϟ�ôŜŕôèťϟÍĲîϟ�ôıôîƅБϟ>ŘÍıôſĺŘħ, UN Doc. 
HR/PUB/11/04 (2011). 

13 United Nations, @ŪĖîĖĲČϟ�ŘĖĲèĖŕīôŜϟĺĲϟ�ŪŜĖĲôŜŜϟÍĲîϟFŪıÍĲϟ�ĖČēťŜϧϟIıŕīôıôĲťĖĲČϟťēôϟ�ĲĖťôîϟbÍťĖĺĲŜϟА�ŘĺťôèťϦϟ
�ôŜŕôèťϟÍĲîϟ�ôıôîƅБϟ>ŘÍıôſĺŘħ, UN Doc. A/HRC/17/31, Principle 11 (2011). 

https://www.ohchr.org/en/documents/thematic-reports/a80203-older-persons-armed-conflict-and-peacebuilding-note-secretary
https://www.ohchr.org/en/documents/thematic-reports/a80203-older-persons-armed-conflict-and-peacebuilding-note-secretary
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In practice, this responsibility requires business enterprises to take a range of concrete and 
interrelated measures. Enterprises must avoid causing or contributing to adverse human 
rights impacts and must address such impacts where they occur, including in situations where 
harm is foreseeable through their operations, products, services, or business relationships 
(Principles 11±13). They are further required to conduct ongoing, context-sensitive human 
rights due diligence in order to identify, prevent, mitigate, and account for how they address 
both actual and potential human rights impacts (Principles 17±18). This responsibility also 
entails the establishment of effective governance and monitoring mechanisms, including 
internal policies, oversight structures, and risk-mitigation measures designed to prevent 
discrimination, exploitation, and other human rights abuses throughout business operations 
(Principle 16). Finally, where an enterprise has caused or contributed to harm, it must provide 
for, or cooperate in, the provision of effective remedies, including restitution, compensation, 
rehabilitation, satisfaction, and guarantees of non-repetition (Principle 22). 

Although the UNGPs apply universally, they do not contain age-specific guidance. As will 
be demonstrated in the case of October 7 atrocity, older persons face distinct and 
heightened risks as consumers, users, employees, and individuals affected by business 
operations.  

III. Context: Commission of Core International Crimes on 7 
October 2023 

The deliberate and planned attacks of 7 October 2023 against an unarmed civilian population14 
by Palestinian NSAGs, including Hamas, Palestinian Islamic Jihad, the Al-$TVD�0DUW\UV¶�
Brigades, the Palestinian Mujahideen Movement and the Popular Resistance Committees15 
involved systematic and widespread torture, rape, sexual violence, degrading and inhumane 
treatment, murder, extermination, desecration of the dead, hostage-taking. These acts 
effectively constitute war crimes, crimes against humanity and possibly genocide1617. 

 
14 Human Rights Watch, Iϟ�ÍĲГťϟ(ŘÍŜôϟ�īīϟťēôϟ�īĺĺîϟċŘĺıϟaƅϟaĖĲîϧϟ�ÍīôŜťĖĲĖÍĲϟ�Řıôîϟ@ŘĺŪŕŜГϟièťĺæôŘϟ͜ϟ�ŜŜÍŪīťϟ
on Israel (Human Rights Watch, August 2024) 
https://www.hrw.org/sites/default/files/media_2024/08/israel_palestine0724web.pdf accessed 30 January 
2026. 
15 Independent International Commission of Inquiry on the Occupied Palestinian Territory, including East 
Jerusalem, and Israel, Detailed findings on attacks carried out on and after 7 October 2023 in Israel, 
A/HRC/56/CRP.3, 10 June 2024, Human Rights Council, United Nations. 
16 Human Rights Watch, АIϟ�ÍĲГťϟ(ŘÍŜôϟ�īīϟťēôϟ�īĺĺîϟċŘĺıϟaƅϟaĖĲîБϧϟ�ÍīôŜťĖĲĖÍĲϟ�Řıôîϟ@ŘĺŪŕŜГϟièťĺæôŘϟ͜ϟ
Assault on Israel (17 July 2024), HRW 
17 Independent International Commission of Inquiry on the Occupied Palestinian Territory, including East 
Jerusalem, and Israel, Detailed findings on attacks carried out on and after 7 October 2023 in Israel, 
A/HRC/56/CRP.3, 10 June 2024, Human Rights Council, United Nations, available at: 
https://www.ohchr.org/sites/default/files/documents/hrbodies/hrcouncil/sessions-regular/session56/a-hrc-
56-crp-3.pdf 

https://www.ohchr.org/sites/default/files/documents/hrbodies/hrcouncil/sessions-regular/session56/a-hrc-56-crp-3.pdf?utm_source=chatgpt.com
https://www.ohchr.org/sites/default/files/documents/hrbodies/hrcouncil/sessions-regular/session56/a-hrc-56-crp-3.pdf?utm_source=chatgpt.com
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Older persons were disproportionately affected due to their heightened vulnerability during 
armed conflict, consistent with the findings in OHCHR¶V�UHSRUW�RQ�ROGHU�SHUVRQV�LQ�FRQIOLFW18. 
Of the 1200+ people murdered, over 800 were civilians, including 286 women, 40 children 
under the age of 18, and around 180 persons over the age of 6019. Out of 251 hostages over 
20% were above the age of 65. Some were in their 80s, and at least 5 were murdered in captivity.  

Social Media Platforms 

Documented incidents following 7 October indicate that social media platforms, including 
Facebook/Meta, TikTok, Instagram, Twitter, and Telegram, were intentionally and 
systematically used before, during and after the attack20 21 to terrorise the Israeli population. 
Hamas captors evidently livestreamed and uploaded propaganda videos on social media of 
unarmed older civilians being starved, tortured, brutally murdered, taken hostage, and treated 
in degrading condition, as their effort to use psychological torture and terrorism against their 
families in view of achieving their political objective. One horrific example was a 74 years old 
civilian, Bracha Levinson, who was murdered livestreamed on her Facebook page with Hamas 
gunmen desecrating her body22. In fact, older persons were particularly targeted, due to their 
founding role in the kibbutzim-agricultural communal villages that were systematically 
targeted on October 7, 2023. This demonstrates both direct targeting and systemic, 
instrumentalized neglect of older civilians, undermining their rights to life, dignity, and bodily 
and mental integrity. 

During the course of hostage-captivity, Hamas also released videos featuring physical and 
psychological abuse of abducted hostages, including elderly citizens, on platforms such as 
TikTok23. Personal social media accounts of older persons were accessed, manipulated, or used 

 
18 United Nations, Older Persons in Armed Conflict and Peacebuilding: Note by the SecretaryǦGeneral (UN Doc 
A/80/203, 18 July 2025) https://docs.un.org/en/A/80/203 accessed 30 January 2026 
19 Government of Israel, Swords of Iron: War in the South Ϲ 7 October 2023, Government of Israel official 
webpage, available at: https://www.gov.il/en/pages/swords-of-iron-war-in-the-south-7-oct-2023 
20 Haaretz, Facebook Parent Company Facing $1B Lawsuit Over Livestreamed Terror on October 7, 6 August 
2025, available at: https://www.haaretz.com/israel-news/2025-08-06/ty-article/.premium/facebook-parent-
company-facing-1b-lawsuit-over-livestreamed-terror-on-october-7/00000198-7ccb-d50b-adba-
7dcfe1910000 
21 Families of Oct. 7 victims sue Reuters, AP reporters, claiming they partook in Hamas atrocities , The 
Washington Times, 29 February 2024, available at: 
https://www.washingtontimes.com/news/2024/feb/29/families-of-oct-7-victims-sue-reuters-ap-reporters/ 
22 Samira Said, В@ŘÍĲîŜĺĲϟŘôèĺŪĲťŜϟČŘÍŕēĖèϟŽĖîôĺϟĺċϟæôīĺŽôîϟČŘÍĲîıĺťēôŘϟħĖīīôîϟæƅϟFÍıÍŜГ (ABC News, 11 
November 2023) https://abcnews.go.com/International/grandson-recounts-graphic-video-beloved-
grandmother-killed-hamas/story?id=103954038 accessed 30 January 2026 
23 Groppi, M., & da Cruz Amador, V. (2023, October 20). �ôèēĲĺīĺČƅϟÍĲîϟĖťŜϟŕĖŽĺťÍīϟŘĺīôϟĖĲϟFÍıÍŜГŜϟŜŪèèôŜŜċŪīϟ
attacks on Israel. GNET Research. https://gnet-research.org/2023/10/20/technology-and-its-pivotal-role-in-
hamass-successful-attacks-on-israel/ 

https://docs.un.org/en/A/80/203
https://www.gov.il/en/pages/swords-of-iron-war-in-the-south-7-oct-2023
https://www.haaretz.com/israel-news/2025-08-06/ty-article/.premium/facebook-parent-company-facing-1b-lawsuit-over-livestreamed-terror-on-october-7/00000198-7ccb-d50b-adba-7dcfe1910000
https://www.haaretz.com/israel-news/2025-08-06/ty-article/.premium/facebook-parent-company-facing-1b-lawsuit-over-livestreamed-terror-on-october-7/00000198-7ccb-d50b-adba-7dcfe1910000
https://www.haaretz.com/israel-news/2025-08-06/ty-article/.premium/facebook-parent-company-facing-1b-lawsuit-over-livestreamed-terror-on-october-7/00000198-7ccb-d50b-adba-7dcfe1910000
https://www.washingtontimes.com/news/2024/feb/29/families-of-oct-7-victims-sue-reuters-ap-reporters/?utm_source=chatgpt.com
https://abcnews.go.com/International/grandson-recounts-graphic-video-beloved-grandmother-killed-hamas/story?id=103954038
https://abcnews.go.com/International/grandson-recounts-graphic-video-beloved-grandmother-killed-hamas/story?id=103954038
https://gnet-research.org/2023/10/20/technology-and-its-pivotal-role-in-hamass-successful-attacks-on-israel/?utm_source=chatgpt.com
https://gnet-research.org/2023/10/20/technology-and-its-pivotal-role-in-hamass-successful-attacks-on-israel/?utm_source=chatgpt.com
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to disseminate violent material intended to terrorize civilians. Further, platforms were allegedly 
used to coordinate terrorist activity, transmitting messages and instructions to operatives24.  

News agencies also contributed to harm. Photographers affiliated with international agencies, 
including the Associated Press (AP) and Reuters, documented and transmitted images of an 
older Israeli woman, Yaffa Adar from Kibbutz Nir Oz during her forced abduction25. These 
images were disseminated in real time in clear violation of fundamental rights, violence and 
without consent, under circumstances of extreme vulnerability. Families reported that their 
publication and circulation caused extreme harm, violating the dignity and psychological 
integrity of older persons. Another case shows that Muthana al-Najjar, a Gazan journalist, 
accompanied the Hamas militias as they invaded Kibbutz Nir Oz and documented the atrocity 
committed against a civilian population, including sharing a picture of two gunmen stepping 
triumphantly on the body of a murdered civilian26. 

These incidents expose profound and systemic deficiencies in corporate responsibility and 
platform governance, particularly with respect to safeguarding older users from torture, 
violence, and psychological harm, protecting their privacy and personal data, and ensuring 
trauma-informed moderation of content. During and after the October 7 attacks, violent and 
degrading content depicting older persons was widely circulated without meaningful oversight 
or removal, often remaining accessible long after initial dissemination. Harmful accounts were 
left unblocked, and internal review and monitoring mechanisms failed to detect, mitigate, or 
prevent foreseeable harm. The absence of rapid response procedures and context-sensitive 
safeguards allowed the exploitation oI� ROGHU� SHUVRQV¶� GLJLWDO� SUHVHQFH�� DPSOLI\LQJ�
psychological trauma for victims and their families. In this context, social media platforms and 
news agencies may have contributed to, facilitated, or abetted human rights abuses, while 
neglecting their responsibility to implement age-sensitive due diligence and take reasonable 
steps to prevent harm linked to their products, services, or content distribution, in direct 
violation of the UN Guiding Principles on Business and Human Rights (UNGP Principles 13, 
17±18). This pattern of omission underscores the urgent need for systemic reform and 
accountability mechanisms to prevent future violations against highly vulnerable populations.  

In addition to violating the UNGP principles (13, 17-18) on preventing human rights abuses,  
the EU Digital Services Act (DSA), Articles 9 and 16 obligate platforms to act promptly 
DJDLQVW�LOOHJDO�FRQWHQW�DQG�WR�LPSOHPHQW�HIIHFWLYH�³QRWLFH�DQG�DFWLRQ´�PHFKDQLVPV�IRU�XVHUV�WR�
UHSRUW� HQIRUFHPHQWဩZRUWK\� PDWHULDO�� ZKLOH� $UWLFOHV 15±17 require transparent moderation, 
internal complaint handling, and user redress. Based on this, Meta, TikTok, and other social 

 
24 Karo, A. (2025, October 20). Documentary evidence of HamasϹAl Jazeera relations and cooperation. The Meir 
Amit Intelligence and Terrorism Information Center. https://www.terrorism-info.org.il/en/documentary-
evidence-of-hamas-al-jazeera-relations-and-cooperation/ 
25 Ynet, Аʸʡʣ�ʬʫʬ�ʸʥʸʨ�±�ʭʬʶʬʥ�ʣʥʮʲʬµ��ʺʥʲʩʣʩʤ�ʺʥʰʫʥʱ�ʩʮʬʶ�ʩʣʩ�ʬʲ�ʺʥʴʨʧʰ�ʥʣʲʥʺ�ʺʡʤʥ�ʠʺʡʱʤГБ ЀЊ@ŘÍĲîıĺťēôŘϙ
ÍĲîϙîÍŪČēťôŘϙſôŘôϙċĖīıôîϙæôĖĲČϙÍæîŪèťôîϙæƅϙĲôſŜϙÍČôĲèƅϙŕēĺťĺČŘÍŕēôŘŜϡϙЌ�ťÍĲîĖĲČϙÍĲîϙċĖīıĖĲČϙĖŜϙťôŘŘĺŘĖŜıЋЁϠϙ
9 November 2023, available at: https://www.ynet.co.il/news/article/hyorbh9ma 
26 Gil Hoffman, В�ēĖŜϟĖŜϟēĺſϟFÍıÍŜϟŪŜôîϟ@ÍƏÍĲϟĤĺŪŘĲÍīĖŜťŜϟċĺŘϟťēôϟièťϥϟ͜ϟıÍŜŜÍèŘôГ (The Jerusalem Post, 18 
March 2024) https://www.jpost.com/opinion/article-791964 accessed 31 January 2026. 

https://www.terrorism-info.org.il/en/documentary-evidence-of-hamas-al-jazeera-relations-and-cooperation/
https://www.terrorism-info.org.il/en/documentary-evidence-of-hamas-al-jazeera-relations-and-cooperation/
https://www.ynet.co.il/news/article/hyorbh9ma?utm_source=chatgpt.com
https://www.jpost.com/opinion/article-791964?utm_source=chatgpt.com
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media corporates may have failed to meet these DSA removal and transparency obligations in 
practice, including for terrorist content, thereby exacerbating risks to older persons, who face 
heightened vulnerability to psychological harm, exploitation, and invasion of privacy in crisis 
situations. Similarly, under EU data protection law (GDPR), the processing and dissemination 
RI� LGHQWLILDEOH� YLFWLPV¶� SHUVRQDO� GDWD�ZLWKRXW� YDOLG� FRQVHQW� RU� OHJDO� EDVLV�PD\�YLRODWH� FRUH�
privacy rights enshrined in Articles 5 (lawfulness, fairness, transparency) 27 , 13±14 
(information duties)28, and the general requirement to protect personal data as a fundamental 
right, including of older persons whose images are shared in extreme circumstances.  

In terms of IHL, while journalists operating in conflict zones are generally recognized as 
protected (Geneva Convention IV, Art. 79; Additional Protocol I, Art. 79)29, this protection is 
forfeited if journalists directly participate in hostilities. These Reporters crossed the line 
between reporting under the freedom of press and directly contributing to the commission of 
core international crimes.  This can occur when reporting acts as an instrument to spread 
terror or provide operational advantage to armed groups (Threshold of Harm), involves 
coordination of timing or location to facilitate attacks (Direct Causation), or is conducted 
with a clear nexus to armed actors (Belligerent Nexus). Evidence indicates that some 
media personnel, including agents paid by AP, Reuters and Al Jazeera staff30, directly 
participated in the commission of atrocities, and in other cases were part of the planned 
and coordinated attack, including the ostentatious�� DQG� REVFHQH� ¶UHOHDVH� FHUHPRQLHV¶�
complicit or as members of unlawful Non-State Armed Groups (including recognized 
terrorist groups), thereby contributing to attacks against protected civilian populations, 
including older persons. 

News agencies bear corporate responsibility for the actions of their personnel. The concept of 
³DJHQF\´�PXVW�EH�FOHDUO\�GHILQHG�DQG�DSSOLHG�WR�HQVXUH�HIIHFWLYH�UHPHGLHV�IRU�YLFWLPV�DQG�WR�
prevent future violations. When news organizations knowingly take ownership of prohibited 
or harmful material, they must face legal consequences to uphold basic human rights. 

From a Business and Human Rights perspective, media corporations²including news agencies 
and digital platforms²have a responsibility under UNGPs to ensure that content procurement 
and distribution do not infringe on human rights by incentivizing or enabling direct 
participation in hostilities. When operational coordination occurs between journalists and 

 
27 European Union, Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing 
of personal data (General Data Protection Regulation), Art. 5(1)(a), OJ L119/1 (2016), https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679 
28 European Union, Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing 
of personal data (General Data Protection Regulation), Arts. 13ϳ14, OJ L119/1 (2016), https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679 
29 Geneva Convention (IV) relative to the Protection of Civilian Persons in Time of War, 12 August 1949, Art. 79; 
Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the Protection of Victims of 
International Armed Conflicts (Protocol I), 8 June 1977, Art. 79. 
30 Meir Amit Intelligence and Terrorism Information Center, Documentary Evidence of HamasǦAl Jazeera 
Relations and Cooperation, 20 October 2025, available at: https://www.terrorism-info.org.il/en/documentary-
evidence-of-hamas-al-jazeera-relations-and-cooperation/ 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679
https://www.terrorism-info.org.il/en/documentary-evidence-of-hamas-al-jazeera-relations-and-cooperation/?utm_source=chatgpt.com
https://www.terrorism-info.org.il/en/documentary-evidence-of-hamas-al-jazeera-relations-and-cooperation/?utm_source=chatgpt.com
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armed groups, reporting can transform from a protected activity into a channel for exacerbating 
violations of human rights and humanitarian law, with particularly severe consequences for 
older persons. 

Weapon Industries 

Private actors involved in the manufacture, transfer, or facilitation of weapons bear heightened 
responsibility when their products are used in armed conflicts, particularly where civilians are 
targeted. During the October 7, 2023 attacks, evidence indicates that Hamas operatives used a 
range of conventional and dual-use weapons (such as rockets, drones, AK-47s, hand-
grenades)31 against civilian communities, including older persons who were disproportionately 
affected due to limited mobility, heightened medical needs, and increased vulnerability to 
severe injury. Weapons industries contributed to this harm by supplying arms, components, or 
dual-use technologies without adequate human rights due diligence, failing to suspend or 
reassess transfers despite clear indicators of risk, incompatible with IHLs 32. Commercial 
technologies, including unmanned aerial vehicles (UAVs) and cyber-surveillance tools33, were 
reportedly adapted for military purposes to facilitate real-time targeting of communities, 
mapping civilian infrastructure, and identifying older persons as vulnerable targets±±
contributing to commission of war crimes. Despite Hamas and associated militia obtained 
weapons through smuggling from Egypt and local production, many of these weapons, such as 
sniper rifles, AK-47, anti-tank rockets and grenades, were allegedly originated in Iran, China, 
Russia and North Korea34±± highlighting failure on weapon suppliers in identifying its end 
destination. 

Existing normative frameworks, including the UN Arms Trade Treaty (ATT)35 and relevant 
regional instruments, impose obligations on States to assess the risk that arms transfers may 
facilitate serious violations of IHL or human rights and to refrain from transfers where such 
risk is present. Article 6 states that any transfer of conventional arms is prohibited if it would 
EH�XVHG�³in the commission of genocide, crime against humanity, grace breaches of the Geneva 
Conventions of 1949, attacks directed against civilian objects and civilians protected³�(ATT, 
Arts. 6; ICRC, 2024)36. While these instruments primarily bind States, they create indirect 

 
31 Groppi, Michele, and Vasco da Cruz Amador. А�ôèēĲĺīĺČƅϟÍĲîϟĖťŜϟ�ĖŽĺťÍīϟ�ĺīôϟĖĲϟFÍıÍŜГŜϟ�ŪèèôŜŜċŪīϟ�ťťÍèħŜϟ
ĺĲϟIŜŘÍôīϥБ GNET Research, 20 Oct. 2023, https://gnet-research.org/2023/10/20/technology-and-its-pivotal-
role-in-hamass-successful-attacks-on-israel/. Accessed 29 Jan. 2026. 
32 I���ϠϙЊ�ŘıŜϙ�ŘÍĲŜċôŘŜϙťĺϙ�ÍŘťĖôŜϙťĺϙ�Řıôîϙ�ĺĲċīĖèťϡϙ®ēÍťϙťēôϙ[Íſϙ�ÍƅŜϠЋϙ͑͏͓͑Ϡϙ
https://www.icrc.org/en/document/arms-transfers-parties-armed-conflict-what-law-says 
33 Kerry Chávez and Ori Swed, ВFĺſϟFÍıÍŜϟIĲĲĺŽÍťôîϟſĖťēϟ"ŘĺĲôŜϟťĺϟiŕôŘÍťôϟ[ĖħôϟÍĲϟ�ŘıƅГ (Bulletin of the 
Atomic Scientists, 1 November 2023) https://thebulletin.org/2023/11/how-hamas-innovated-with-drones-to-
operate-like-an-army/ accessed 30 January 2026. 
34 Associated Press. (2024, January 15). Hamas fights with a patchwork of weapons built by Iran, China, Russia 
and North Korea. AP News. https://apnews.com/article/israel-hamas-war-guns-weapons-missiles-smuggling-
adae9dae4c48059d2a3c8e5d565daa30 
35 Arms Trade Treaty. (2013, April 2). United Nations. https://thearmstradetreaty.org/hyper-
images/file/ATT_English/ATT_English.pdf?templateId=137253 
36 Arms Trade Treaty (ATT), Arts. 6ϳ͖ϢϙI���ϠϙЊ�ŘıŜϙ�ŘÍĲŜċôŘŜϙťĺϙ�ÍŘťĖôŜϙťĺϙ�Řıôîϙ�ĺĲċīĖèťϠЋϙ͑͏͓͑ 

https://gnet-research.org/2023/10/20/technology-and-its-pivotal-role-in-hamass-successful-attacks-on-israel/?utm_source=chatgpt.com
https://gnet-research.org/2023/10/20/technology-and-its-pivotal-role-in-hamass-successful-attacks-on-israel/?utm_source=chatgpt.com
https://www.icrc.org/en/document/arms-transfers-parties-armed-conflict-what-law-says
https://thebulletin.org/2023/11/how-hamas-innovated-with-drones-to-operate-like-an-army/?utm_source=chatgpt.com
https://thebulletin.org/2023/11/how-hamas-innovated-with-drones-to-operate-like-an-army/?utm_source=chatgpt.com
https://apnews.com/article/israel-hamas-war-guns-weapons-missiles-smuggling-adae9dae4c48059d2a3c8e5d565daa30?utm_source=chatgpt.com
https://apnews.com/article/israel-hamas-war-guns-weapons-missiles-smuggling-adae9dae4c48059d2a3c8e5d565daa30?utm_source=chatgpt.com
https://thearmstradetreaty.org/hyper-images/file/ATT_English/ATT_English.pdf?templateId=137253&utm_source=chatgpt.com
https://thearmstradetreaty.org/hyper-images/file/ATT_English/ATT_English.pdf?templateId=137253&utm_source=chatgpt.com
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obligations for private enterprises: failure to comply with national laws implementing the ATT, 
or to implement robust age-sensitive risk assessments and end-user monitoring, can expose 
companies and their personnel to criminal, civil, or administrative liability. IHL further 
underscores that private actors must respect and ensure respect for the law of armed conflict; 
where dual-use weapons or commercial technologies are foreseeably used by NSAGs such as 
Hamas to commit attacks on civilians, including older persons, companies are contributing to 
gross human rights violations and must take all feasible measures to prevent harm (UNGP, 
Principles 11±17; ICRC, 2024)37. 

IV. Gaps and Opportunities in Corporate Responsibilities 
towards older persons 

The October 7 attacks illustrate that older persons are particularly at risk from corporate failures 
in conflict settings. Social media platforms, news agencies, and weapons industries alike bear 
a responsibility to implement age-sensitive risk assessments, exercise enhanced human rights 
due diligence, and prevent their products, services, or content from contributing to violations 
of dignity, privacy, or life. As the OHCHR report highlighted, older people are often targeted 
during armed conflicts, and face higher risks, due to physical limitations, lack of mobility to 
evacuate, lack of information, higher need for medical services, and especially when it is 
compounded with other intersectional characteristics, such as gender and disability38. In light 
of these gaps, O7J urges the Independent Expert to consider corporate accountability in social 
media operation, news reporting, arms transfer and weapons production as a critical component 
RI�SURWHFWLQJ�ROGHU�SHUVRQV¶�ULJKWV��DV�WKH\�IDFH�XQLTXH vulnerability, during armed conflict and 
in high-risk commercial and digital environment. 

In light of these findings, this submission respectfully recommends that the Independent Expert 
consider the following: 

(1) First, digital and media enterprises should establish mandatory, crisis-specific 
protocols for the rapid takedown of harmful content and the temporary 
suspension of algorithmic amplification where foreseeable harm to older persons 
exists. Media organizations should adopt ethical reporting standards that avoid 
operational coordination with NSAGs and protect the dignity, privacy, and autonomy 
of older persons.  

(2) Second, social media and media corporations should ensure accountability and 
remedy for harm caused by violent content. In accordance with UNGPs 13 and 17, 
they must sanction violations, publicly denounce harmful activity, report relevant 
accounts to authorities, and implement systemic reforms, including age-sensitive, 

 
37 Ibid.; UN Guiding Principles on Business and Human Rights, Principles 11ϳ17. 
38 United Nations. (2025, July 18). Older persons in armed conflict and peacebuilding: Note by the 
SecretaryǦGeneral (UN Doc. A/80/203). https://docs.un.org/en/A/80/203 

https://docs.un.org/en/A/80/203
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trauma-informed due diligence and safeguards to prevent future violations against older 
persons 

(3) Third, arms manufacturers and dual-use technology providers should suspend or 
condition transfers where there is a clear risk that weapons may be used against 
civilians, especially older persons, and incorporate age-sensitive risk assessments 
into their export control and end-user monitoring practices. States and companies 
alike should ensure compliance with IHL and human rights obligations, including under 
the ATT, Wassenaar Arrangement, and relevant national legislation. 

(4) Fourth, news agencies and journalists must uphold strict corporate and ethical 
responsibility in conflict settings, in line with IHLs and UNGPs. Agencies bear 
UHVSRQVLELOLW\�IRU�WKH�DFWV�RI�WKHLU�SHUVRQQHO��DQG�³DJHQF\´�PXVW�EH�FOHDUO\�GHILQHG�WR�
ensure accountability for actions that directly or indirectly contribute to hostilities. 
Media organizations should implement robust oversight, ethical reporting protocols, 
and training to prevent operational coordination with armed groups, and must sanction 
and publicly report violations. 

(5) Fifth, ensure that the forthcoming international legally binding instrument on the 
human rights of older persons, being developed by the Open-Ended International 
Working Group established under HRC resolution 58/13, explicitly safeguards the 
protection and needs of older persons in the context of business activities, 
especially during armed conflicts. 

V. Conclusion 

The experience of older civilians following 7 October 2023 illustrates how failures by business 
enterprises²including digital platforms, news agencies, and weapons producers²can directly 
and profoundly undermine the human rights of older persons. These harms should not be 
understood as isolated incidents, but rather as manifestations of broader structural 
deficiencies at the intersection of technology, media, arms production, and corporate 
responsibility. 

This case offers a critical opportunity for the Independent Expert to highlight the necessity of 
re-examining business conduct through the lens of the rights, dignity, and safety of older 
persons, and to reinforce the importance of age-sensitive corporate responsibility within human 
rights frameworks. 

We stand ready to provide further information, including detailed evidence relating to specific 
cases, and to appear before the mandate holder to provide testimony or clarification, upon 
invitation or request. We thank the Independent Expert for the opportunity to contribute to this 
important consultation.  

Att. Yael Vias Gvirsman, Founder and Lead Counsel, October Justice Without Borders 

Yu Lin Chou, MPhil (Cantab), Law and Policy Fellow, October 7 Justice Without Borders  
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