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Introduction
This submission examines the relationship between freedom of opinion and expression, digital information ecosystems, and corporate human-rights responsibilities. Taking the 7 October 2023 attacks, led by Hamas and involving six associated Palestinian armed militias[footnoteRef:2], as its principal case study, it considers how digital platforms can be exploited to disseminate terrorist violence, amplify identity-based hatred, and manipulate public understanding of events. [2:  UN Human Rights Council, ‘Report of the Independent International Commission of Inquiry on the Occupied Palestinian Territory, including East Jerusalem, and Israel’ (27 May 2024) UN Doc A/HRC/56/26, para 6.] 

These challenges are not confined to the 7 October attacks. Digital platforms have been used by ISIS in Iraq and Syria to disseminate extremist propaganda and facilitate recruitment[footnoteRef:3]; have played a role in the incitement and mobilisation of violence against Rohingya civilians in Myanmar[footnoteRef:4]; and have been exploited by terrorist networks and human-trafficking networks across Europe[footnoteRef:5]. These cases illustrate a broader challenge: how to apply human-rights standards and corporate due diligence to digital systems whose design, business models and governance influence the reach and consequences of harmful content. [3:  Antonia Ward, ‘ISIS’s Use of Social Media Still Poses a Threat to Stability in the Middle East and Africa’ (RAND Corporation, 11 December 2018); Michael Steinbach, ‘ISIL Online: Countering Terrorist Radicalization and Recruitment on the Internet and Social Media’ (Statement before the Senate Committee on Homeland Security and Governmental Affairs, Permanent Subcommittee on Investigations, Washington DC, 6 July 2016).]  [4:  Amnesty International, The Social Atrocity: Meta and the Right to Remedy for the Rohingya (29 September 2022) Index ASA 16/5933/2022 ; Independent Investigative Mechanism for Myanmar, ‘Publication of IIMM Analytical Reports’ (27 March 2024).]  [5:  Europol, The Challenges of Countering Human Trafficking in the Digital Era (October 2020).] 

The analysis does not argue for prohibiting disturbing or politically contentious speech, or imposing automatic corporate liability for hosting harmful content. Rather, it calls for a context-sensitive framework that distinguishes perpetrators’ conduct from platforms’ responsibilities, assesses foreseeable risks and protects legitimate expression, journalism and evidence preservation.
1. The digital dimension of terrorist violence on 7 October
The attacks of 7 October 2023 raise a fundamental question about the relationship between digital communication and violence: when perpetrators deliberately use digital systems to record, transmit and amplify atrocities, should the resulting harm be understood solely as the publication of unlawful or disturbing content, or also as an extension of the violence itself? 
There is ample publicly available evidence that digital terrorism formed an integral part of the planning and execution of the 7 October 2023 attacks and continued to play a central role in their aftermath, throughout the 843 days until the last known hostage was returned for burial[footnoteRef:6].  According to publications in the media, documents reportedly recovered from militants’ bodies included an “abduction manual” with sections on “communication” and “live broadcast,” instructing kidnappers to livestream abductions while conserving battery power[footnoteRef:7].  [6:  Morse, T., & Altaratz, D. (2026). Witnessing carnage: Self-documented terrorism and the moral challenges of decentralized digital platforms. New Media & Society, 28(4), 1524-1549. https://doi.org/10.1177/14614448251370967; ‘Hamas Abduction Manual Shows Hostage-Taking Was Central Aim of Attack’ (NBC News) Article accessed 31 October 2026; ]  [7:  ‘Hamas Abduction Manual Shows Hostage-Taking Was Central Aim of Attack’ (NBC News) Article accessed 31 October 2026.] 

The livestreaming of civilian executions, exploitation of victims’ social media accounts and repeated circulation of atrocity footage extend the intimidation beyond the immediate site of an attack[footnoteRef:8]. These practices violate victims’ privacy and psychological integrity, expose their families and targeted communities to continuing harm, weaponise civilian suffering, and inflict profound psychological trauma on both victims’ relatives and the wider Israeli public. Digital platforms have thus been exploited not only to facilitate and document these crimes, but also to incite and encourage their commission, perpetuate their effects, and systematically deny that they occurred.  [8:  ‘Hamas Hijacked Victims’ Social Media Accounts to Spread Terror’ The New York Times (17 October 2023) accessed 31 October 2026.] 

On December 3, 2025, the International Criminal Court issued its policy on cyber-enabled international crimes recognizing, genocide, crimes against humanity, war crimes can be enabled through cyber means, including digital platforms. This is also true to terrorist attacks[footnoteRef:9].  [9:  Office of the Prosecutor of the International Criminal Court, Policy on Cyber-Enabled Crimes under the Rome Statute (3 December 2025).] 

An empirical study by the Israel Internet Association[footnoteRef:10] observed that social media enabled the violence to reverberate far beyond the locations in which it occurred. Attackers used mobile devices to document atrocities and, in some cases, exploited victims’ own social-media accounts to distribute images of killing or abduction to relatives and wider networks. Hostage videos, false claims about hostages’ fate and disinformation circulated through networks of fake accounts further extended the attacks’ effects into the information environment. [10:  srael Internet Association, ‘Drowning in the Flood: Social Media Platforms’ Failure to Manage Harmful and Pro-Terror Content During Israel-Hamas War’ (3 June 2024) https://en.isoc.org.il/policy-papers/oct7-social/drowning-in-the-flood accessed 31 October 2026.] 

Bracha Levinson, a 74-year-old resident of Kibbutz Nir Oz, was killed while her death was livestreamed on her own Facebook profile after attackers used the account to publish the footage[footnoteRef:11]. Her family, including young relatives, learned of her fate through the video on her page, causing lasting psychological trauma. The Idan family from Nachal Oz’s captivity, murder of 18 year old Maayan Idan and hostage-taking of the father, Tzachi, were all livestreamed for an entire nation to see, showing the immense emotional distress of the helpless family only minutes after their daughter and sister was murdered in cold blood[footnoteRef:12]. The father, Tzachi, was abducted to Gaza, where he was killed later in captivity. [11:  Katherine Carroll, Arielle Schwartz and Emily Shapiro, ‘Grandson Recounts Seeing Graphic Video of Beloved Grandmother Killed by Hamas Terrorists’ (ABC News, 13 October 2023) https://abcnews.com/International/grandson-recounts-graphic-video-beloved-grandmother-killed-hamas/story?id=103954038 accessed 31 October 2026.]  [12:  Anna Foster, ‘“Hamas said they wouldn’t shoot, then murdered my daughter”’ (BBC News, 23 October 2023) accessed 31 October 2026.] 

Accounts concerning Noam Elyakim, Dikla Arava and their children describe attackers filming or broadcasting events involving the family, coercing a child at gunpoint, killing family members and abducting others[footnoteRef:13]. Other accounts describe the recording or circulation of the murder of Gil Taasa and the exploitation of victims’ phones and social-media profiles. The United Nations Independent International Commission of Inquiry has documented an incident in which armed-group members used a 17-year-old boy to lure neighbours from their homes, filmed and livestreamed his ordeal, and then killed him[footnoteRef:14].  [13:  Anna Schecter, ‘Why Can’t Facebook Stop Hamas from Posting Grisly Videos of the Killing of Israeli Civilians?’ (NBC News, 1 November 2023) https://www.nbcnews.com/news/investigations/cant-facebook-stop-hamas-posting-grisly-videos-killing-israeli-civilia-rcna122966 accessed 31 October 2026.]  [14:  UN Human Rights Council, ‘Report of the Independent International Commission of Inquiry on the Occupied Palestinian Territory, including East Jerusalem, and Israel’ (27 May 2024) UN Doc A/HRC/56/26, p.7.] 

The comparison with the 2019 Christchurch mosque attack is relevant because both incidents illustrate how footage of terrorist violence, deliberately produced for dissemination by the perpetrators, spread rapidly and reached audiences worldwide through copying, editing and redistribution[footnoteRef:15]. The Christchurch killing also raises concerns about the relationship between the circulation of footage depicting the killing of Muslim worshippers and subsequent increases in Islamophobic content online[footnoteRef:16]. These cases indicate why analysis should consider distribution and amplification, rather than treating each upload as an isolated act of publication. [15:  Graham Macklin, ‘The Christchurch Attacks: Livestream Terror in the Viral Video Age’ (2019) 12(6) CTC Sentinel https://ctc.westpoint.edu/christchurch-attacks-livestream-terror-viral-video-age/ accessed 31 October 2026.]  [16:  Ibid] 

Digital platforms have a responsibility to respect human rights, including freedom of opinion and expression, under the UN Guiding Principles on Business and Human Rights[footnoteRef:17]. They should take proportionate measures to limit involuntary exposure to graphic violence and manipulation, while safeguarding the public’s ability to access information and form opinions freely. [17:  UN Human Rights Council, ‘Guiding Principles on Business and Human Rights’ (21 March 2011) UN Doc A/HRC/17/31] 

2. Antisemitism, incitement, atrocity denial and coordinated disinformation
The post-7 October information environment also illustrates the distinction between protected expression and content that may engage legal prohibitions on incitement. Monitoring identified increased antisemitic content, including dehumanising language, calls for violence against Jews, conspiracy narratives, collective blame and denial or distortion of documented atrocities[footnoteRef:18]. The legal issue is not whether offensive, false or politically contested speech should be prohibited as such, but how States and platforms identify expression that crosses the applicable threshold for advocacy of national, racial or religious hatred constituting incitement to discrimination, hostility or violence, while preserving political debate and criticism of government conduct. [18:  Institute for Strategic Dialogue (ISD), ‘Mis- and Disinformation and Conspiracy Theories about the October 7 Hamas Attack on Israel’ (Digital Dispatches, 7 October 2024) https://www.isdglobal.org/digital-dispatch/mis-and-disinformation-and-conspiracy-theories-about-the-october-7-hamas-attack-on-israel/ accessed 31 October 2026.; CyberWell, ‘Israel-Hamas War | Nov 2023: Trending Antisemitic Narratives & Calls to Violence’ (November 2023) https://cyberwell.org/reports/israel-hamas-war-november-2023-trending-antisemitic-narratives-calls-to-violence/ accessed 31 October 2026.] 

The Institute for National Security Studies reported, based on monitoring five major platforms, an 86% increase in content flagged as antisemitic during the 25 days following 7 October, compared with the preceding 25 days[footnoteRef:19]. Its analysis identified a shift in some Arabic-language content from antisemitic stereotypes and conspiracy theories towards more explicit justification of violence against Jews, alongside claims holding Jews collectively responsible for the actions of Israel or its military. The publication also documented content invoking the Holocaust[footnoteRef:20] and calling for violence against Jews[footnoteRef:21]. [19:  Vered Andre’ev and Lara Portnoy, ‘Arabic and English Antisemitism on Social Media Platforms Post-October 7: Analysis on Discourse and Prevention’ (Institute for National Security Studies, 4 November 2024) accessed 31 October 2026.]  [20:  
CyberWell, ‘Fighting Hitler-Inspired Jew-Hatred on the Digital Frontlines’ (20 October 2023) https://cyberwell.org/blog/fighting-hitler-inspired-jew-hatred-on-the-digital-frontlines/ accessed 31 October 2026.]  [21:  CyberWell, ‘Israel-Hamas War | Nov 2023: Trending Antisemitic Narratives & Calls to Violence’ (November 2023) https://cyberwell.org/reports/israel-hamas-war-november-2023-trending-antisemitic-narratives-calls-to-violence/ accessed 31 October 2026.] 

CyberWell also examined denial and distortion narratives concerning 7 October, including claims that the attacks did not occur as documented, that Israel orchestrated the violence, and that reports of sexual assault or rape were fabricated[footnoteRef:22]. In a sample of just over 300 posts concerning denial of the events, collected across five platforms, the organisation reported more than 25 million views; only 6% of the posts had been removed by March 2024. These figures must be understood within the publication’s methodology, sample and monitoring period. They nevertheless raise questions about the consistency and effectiveness of platform rules addressing antisemitism, atrocity denial and misinformation. [22:  CyberWell, ‘Denial and Conspiratorial Self-Victimization in Antisemitic Discourse: Analysis of the Online Aftermath of Violent Attacks on Jews and Israelis’ (CyberWell) https://cyberwell.org/reports/denial-and-conspiratorial-self-victimization-in-antisemitic-discourse/ accessed 31 October 2026.] 

A related but distinct risk arises when coordinated disinformation is used to manufacture a misleading impression of public opinion. A February 2024 investigation by the International Institute for Counter-Terrorism identified a network of 40,000 suspected inauthentic Instagram accounts that presented themselves as young Israelis, interacted with one another and real users, and circulated narratives about the 7 October attacks and the subsequent war[footnoteRef:23]. The investigation described fabricated personas, cross-platform connections, coordinated engagement and staged exchanges intended to make the accounts and their views appear authentic. It estimated that the network could comprise thousands of accounts, while acknowledging that its origins could not be conclusively established. [23:  Uri Klempner, ‘#WeAreNotSafe – Exposing How a Post-October 7th Disinformation Network Operates on Israeli Social Media’ (International Institute for Counter-Terrorism, 21 February 2024) https://ict.org.il/post-0ctober-7th-disinformation-network-operates-on-israeli-social-media/ accessed 31 October 2026.] 

Article 19 of the International Covenant on Civil and Political Rights[footnoteRef:24] protects the right to hold opinions without interference, distinct from the rules governing the expression of those opinions. Exposure to propaganda or disinformation does not automatically establish a violation of freedom of opinion. However, while freedom of speech and opinion are sacred - they are not unlimited or unrestricted by law. Organised manipulation can undermine conditions for independent deliberation by exploiting fear, uncertainty and social pressure.  [24:  International Covenant on Civil and Political Rights (adopted 16 December 1966, entered into force 23 March 1976) 999 UNTS 171, art 19(1)–(2).] 

The relevant governance questions include whether platforms can identify credible indicators of coordinated manipulation, disclose meaningful information about enforcement, and assess the foreseeable effects of recommendation and engagement systems. Measures should target deceptive coordination and demonstrable harm, not political disagreement or criticism of government policy merely because it is contentious.
The experience of the Rohingya in Myanmar demonstrates that Hamas’s use of social media to disseminate hatred and incite violence is not an isolated phenomenon, but part of a broader pattern of social media being exploited to fuel identity-based hostility and violence. In a September 2022 publication, Amnesty International argued that Facebook’s systems had contributed to the spread of anti-Rohingya hatred and called on Meta to provide reparations[footnoteRef:25]. In the years preceding the military crackdown, Facebook was used to circulate dehumanising portrayals of Rohingya Muslims, racist abuse, conspiracy narratives and content advocating violence.  [25:  Amnesty International, ‘Myanmar: Facebook’s Systems Promoted Violence against Rohingya; Meta Owes Reparations – New Report’ (29 September 2022) https://www.amnesty.org/en/latest/news/2022/09/myanmar-facebooks-systems-promoted-violence-against-rohingya-meta-owes-reparations-new-report/ accessed 31 October 2026.] 

The United Nations Independent International Fact-Finding Mission on Myanmar[footnoteRef:26] concluded that social media had played a significant role in the atrocities. Proceedings before the International Court of Justice in The Gambia v Myanmar have highlighted Facebook’s role in disseminating hate speech and mobilising violence against the Rohingya[footnoteRef:27]. Meta’s cooperation in providing evidence also illustrates the constructive role platforms can play in documenting atrocities and supporting accountability. It demonstrates their capacity to collect, preserve and share information critical to establishing facts and pursuing accountability for international crimes. [26:  UN Human Rights Council, ‘Report of the Independent International Fact-Finding Mission on Myanmar’ (8 August 2019) UN Doc A/HRC/42/50.]  [27:  Independent Investigative Mechanism for Myanmar, ‘ICJ – The Gambia v Myanmar’ (United Nations) accessed 31 October 2026.] 

These cases show how platforms amplify hatred, disinformation and incitement, while inconsistent enforcement and limited local-language expertise weaken responses. Due diligence requires companies to identify, prevent and mitigate foreseeable human-rights risks.
3. Platform governance, expression and corporate responsibility
Digital platforms are dual-use infrastructures. They facilitate journalism, public discussion, documentation of abuses, human-rights investigations and family communication, but are also vulnerable to exploitation for terrorist violence, propaganda and incitement. The same atrocity video may be shared by an attacker to glorify violence, a journalist to report it, an investigator to preserve evidence, or a family member seeking information. Its purpose, context, legal significance and consequences may therefore differ.
Blanket removal of material associated with a terrorist attack risks suppressing legitimate documentation, counterspeech and evidence. Conversely, relying solely on individual user complaints may allow violent propaganda to spread and expose people to foreseeable harm. A defensible framework should distinguish the actor, conduct and content; consider purpose, context, coordination, the likelihood and severity of harm, the role of recommendation systems and the public interest in retaining material. Measures should be evidence-based and proportionate, avoiding both ineffective enforcement and indiscriminate restrictions on expression.
These cases expose a structural challenge for international human-rights protection: practical governance of digital communication is exercised in significant part by private companies, while international human-rights obligations have traditionally been articulated primarily in relation to States[footnoteRef:28]. There is an increasing mismatch between the state-centred architecture of international human-rights law and the practical power of large technology companies[footnoteRef:29]. Through decisions about platform architecture, content moderation, personal information and internal oversight, companies shape the conditions under which rights are exercised, while the international framework continues to rely substantially on State obligations and a business-and-human-rights framework with significant enforcement gaps. [28:  Irene Khan, ‘Freedom of Expression in New Frontiers: Governing the Digital Sphere in the Age of Artificial Intelligence’ (Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, 2026) UN Doc A/HRC/62/67.]  [29:  Shany, Yuval. 2025. “Big Tech Companies’ Obligations under International Human Rights Law.” Israel Law Review 58(1): 3–27. doi: 10.1017/S0021223724000189; Shany Y. Digital Rights and the Outer Limits of International Human Rights Law. German Law Journal. 2023;24(3):461-472. doi:10.1017/glj.2023.35
] 

The scope of a company’s responsibility should be assessed in relation to its role in, and practical control over, the relevant risk. Where a company controls livestreaming functionality, account security, recommendation systems or content-distribution mechanisms, the existence of a general prohibition on terrorism or graphic violence does not by itself demonstrate that foreseeable risks have been adequately addressed. The relevant question is whether the company has translated its stated commitments into effective operational measures.
Further, taking into account a broader range of actors, beyond State actors, including civilians and volunteers, is essential. These actors can play a key role in addressing and preventing gross violations, enabling rapid responses in complex emergencies and strengthening pre-hospital first response. However, their involvement must be accompanied by risk management measures addressing malicious actors, misinformation, bias and credibility[footnoteRef:30]. [30:  Vias Gvirsman Y. D7.5. Social, Legal and Ethics Report, Nightingale Project, European Commission, 1.9.2022 available https://ec.europa.eu/research/participants/documents/downloadPublic?documentIds=080166e5f0c45975&appId=PPGMS] 

Human-rights due diligence, as established by the UN Guiding Principles on Business and Human Rights, should require companies to assess and mitigate risks arising from the use of their services in situations of armed conflict, mass violence or heightened terrorist threats. Such due diligence should assess whether companies have reasonably anticipated the use of their services to broadcast terrorist violence; established emergency procedures for credible reports of ongoing killings; implemented systems to identify repeat uploads and coordinated dissemination; strengthened account security to prevent the commandeering of victims’ accounts; and adopted measures to prevent the recommendation or continued distribution of content posing a serious risk of harm. It should also address the use of fake accounts, bots, artificial engagement and recommendation systems that amplify deceptive or violent content.
Voluntary commitments and internal self-regulation may form part of a response, but is unlikely to be sufficient for consistent protection[footnoteRef:31]. Their effectiveness depends on transparency, implementation across languages and jurisdictions, independent scrutiny and access to remedy. Where the standards, evidence and outcomes of enforcement remain largely within companies’ discretion, accountability is difficult to assess and protections may vary substantially between services. [31:  UN Human Rights Council, ‘Guiding Principles on Business and Human Rights: Implementing the United Nations “Protect, Respect and Remedy” Framework’ (21 March 2011) UN Doc A/HRC/17/31] 

4. Priority recommendations
The Special Rapporteur should:
1. Prevent and address the exploitation of digital platforms for terrorist violence. Examine how platform technologies and design features—such as livestreaming, account hijacking and cross-platform distribution—enable the dissemination and amplification of terrorist violence and incitement, and identify technical and governance measures to address these risks.
2. Strengthen corporate accountability, human rights due diligence, and access to remedies. Examine avenues for criminal and civil accountability, promote the implementation of applicable human-rights standards and address barriers to justice for victims.
3. Address incitement, identity-based hatred and disinformation. Examine platform responses to dehumanisation, calls for violence, atrocity denial, and coordinated manipulation, while protecting legitimate political speech and criticism of government policy.
4. Improve emergency responses, transparency and access to remedy. Recommend rapid escalation procedures, account-security measures, evidence preservation and accessible remedies for victims and families. Promote independent oversight and reporting on response times, enforcement consistency and language-specific performance.
5. Protect freedom of expression and privacy. Distinguish threats, incitement and glorification of violence from journalism, human-rights documentation, counterspeech and evidence preservation. Examine the need for proportionate State oversight and safeguards against both under-enforcement and indiscriminate censorship.
Conclusion
The 7 October attacks, alongside Christchurch and Myanmar, demonstrate why digital platform governance should form part of the Special Rapporteur’s work on freedom of opinion and expression. Platforms can amplify violence, identity-based hatred and disinformation, extending their effects beyond the initial events.
The challenge is to align responsibility with practical power while protecting freedom of expression. A coherent approach should strengthen context-sensitive due diligence and accountability, while safeguarding legitimate expression, journalism and evidence preservation.
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